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OPFICH GF COMMUNICATICRS 
VESSTGN 


fhe mission ef the Office of Commmicatians ie te provide stef? suppor’ © te the Idreetor of Central Intelligence uy edvising him on — 
_eommunications aml electronic maboers and te previde electronic eaummicstions faollities ubilia ge in the transmission of classified 


communications - traffic s 
REE TECHS Al) ACTEVTIIES 
he O€fice of Comminications is responsible for: 


Gentimuing exploration and evalustion ef facts Prem all prow sources ineiucing lieissn, relative to the accomp. Lisieent of the 
miesion of the Office ef Conmmunications. 


Bormmuletion and implenentatie: ef polieie and progrems which wili make ave ailable to the Agency BBeguare % teleccamunic atLone 
facilities conceived and operated under the most medern and efficient techniques eveilable. 


3) 


"_ Sapervision and regulation of ecammieations practices of the Agency unmier sonecepts aml policies Aesimmed to safeguard these 
practices with edequate security standacds. 
Formuletion end implementation ef policies and programs enbr 


acing research inte and develepment of cot snieations techniques . 
facilities and specioliazed elsetronic equipment eapecially. agepted to the needs 


of the Agency. 


Lisison with other Goverment age genelies on conmunications: and electronics matters. intluding the provisicn of technical suppore 
for negotiations with eftfieiais of foreign governments concerning cenmmicazions matters. 


 Conduet of apprepriate inure Agency liaison esgential to the proper coordination and planning for communi cations suppors of 
Agency projects. - 


Formulation ang continucl review of Moblilzation Plans concerning communications matters. anu , he pre poration ef communicabions 
esenewes te ever~all, Agensy mobilization plens. ; ; 


i 

Rotermination ef requirements for equipment and personne) and othe or lesisatic support fer ecemmnice tions eetivities | ef the Agency. 
‘ 
per 


noel of the Agency - 


Conduct of highly specialized technical training. both elementary and advanced. Por ali equamnicettL 
and the constant revigion of commmications training metheds to keep peace with the rapid savance in enie ar 


Gonduet of certain special senaitive communications projects incluling magnetic redigtieon souiles oh 


finding. inter-~ 
ception, monitoring and other associated activities. 
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OFFICE OF THE ASSISTANT DURECTOR FOR Corawnmicarréns 


enatremecr anne 


The Assistant Director for Communications advises the Birector of CHA on matters of communications and. ehectronics policy 
intelligence matters related to Communications and eiectronics, and ail ether cosmmnications ami electronics matters woich have « 
bearing wpon the security ef the United States umler the responsibilities af the Central Intelligence Agency a8 set forth In ite 
various cherters. ard is ressonsible for the over-all administration of the office. The immediate office af the Agaistant Director 
‘includes the Deputy Execrtive Officer and the Registry. 


PLANS AND FOLZCY STAFP 


fhe Plans and Policy Steff essieta in the development of Office policy and operationsl precedures in the formulation of plana 
end in the coordination of the activities of the Office of Commnicetions with other CEA Offices and outside agencies. It formulates 
and retomnsends eormmunications policies to effectively support Agency operations. ~ os 


Members of the staff represent the Assistant Director on later-agency and inter-office committees. They provide coordination 
fer projects and progrema which affect more than one of the Divisions. They also sepresent him in dlecugsien 6f breed administrative 
policies. precedures and regilations. 


The ataff provides a central point for the coordinetion and integration ef divisional imterest ard ia reaponcible for recomssnding 
office-level action to be taken by the Asaistant Director. It drafts plenning. policy, and operational wayers fer the Assistant 2.- 
rector emi undertakes such other speeialiged functions ag he say direct. ° 

ADMINISTRATIVE STAPF 


Phe Adrinistretive Sia? ehminieters policies and procedures to ensive uniform administrative and support programs for bots 
field and departmental eetivities im accordance with over-all CIA policies ami plana. and directs and ceoriisates administrative 
end gupport sctivaties Sor the S?fice. ingluding wudget peragennel. and wanagement. 


Supplemental Progrems inuludes tao major projects and the Headquarters support orgenization for colisctlion ef intelligence 
information by electronic means. : - 


SIGNAL CENTER 
Fhe Signal Genter ia responsible for enciphering. deciphering. tranemitting aml receiving electrical. communications at 


Headquarters. on @ 2h-heur ay, j-deys-a-wek basis. The Chief. Signal Center is vesporsible for assisting in the drafting 
end coordinating of procedure guides dealing with cable writing and cable procedures for CYA. to authorize use of tele-. 


eenference faciiities to those Interemted offices of CEA: te aatablish criteria for the on-the-job train af new personnel 
destined for Gity in Fashington and the field. to ensure that adequate security precautions ere maintain > ail times to 


a 
@ 
& 
be, 
Pant eee 
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@Ske certain the Alternate 8/8 Branch ean praigely provide communications Say neadquarters on a world-wide begig 4a the even¢ normed 
communications are disrupted through enemy eethion. eivil, of netural disturbances am JO ensure the over-s1] effielent epereticr. 

” cy , 
of the S/€ enl Alternate S/&. 


WASTE OFFECER 


Wateh Officers are respongible for enouring tne uninterrupted flow of treffie through the various branches ef the Headquarters 
Signal Center and to. maintain the efficient opsration of: the 8/€ on @ @h-hour, (-day-a-veek basis. , ; 


URATEOS HRANCH 
This Branch enciphers end deciphers by manuel aml modified machine cryptographic systems cables te and xen GiA ficla etationa. 
HACHINE CAYPTOCRAHEC BRANCH 


Thie Erenck tranemits and receives clessified cables for CEA and ensures thes these cables arg transmittes and received Be- 
eurcly and expeditiously. This incluées the enciphering and deciphering of mechine cryptogrephic tragPie uvilizing. verious electronic 
cryptographic devices. ; . 


SIGRAL CENTER A _ARCETVES . . . . 
The $/€ Archives preserves vy microfilming and filing. and makes available for reference reading. origiael copies of CIA 
cables tranemitted to and veceived from CIA field stations » and lateral cables between CIA field stations. 


AUBERRATS STCHAI, CEVTER PRA ° 
This Breach ie designed to provide alternate signal cesiter facilities for Headquarters in the event thet normal Washington 


CG@maunitations are Gierupted through eneny , major, eivil or natural disturbances. 


- . OPERATIONS & FRALNING DIVISTON 
Tho Operations end Training Division provides Headquarters technical and operational support to the fiela Commanicutions 
activities conducts liagcon with *nd prevides techmical commnicetions support. te operating cemponents of the CIA on comin i < 
cations aspects of Agensy pregrans , ‘projects, and activities: determines cemmnications requirements from this liai#on initiates 
the development of and disseminates bagic comanications operational policies en which the CHA comamicetions eysten is based. ; 
mainteins working lisison with other U. 8. Governnent agencies for the efficlent Operation of the commnications system, ‘conducts 
cChumnications training programs to ensure avallabllity of qualified cosmmicatijons personnel. ; 


This Branch is responsible for’ the conduct and direction of all communications train withia the Western Feaisphere and the 
Support ef world-wide commnications training activities end for the operation off ee Heater the Latin American 
commuagicetions network, a . , . . . 
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EUROPEAN BRANT 
ERA cman Line ea A 


This Branch is vesponusible for assuring the prevision of HeCessary eanmuy 
fer all activities serena 


Suppert ‘by ether elesenta wi hd the Office 25X1A 
and _mratsets in the European Area, ireluding the and the 

; aad for the direet execution of commmikenams-ORETEr oneal Support for these same activities, 25X1A 
TH projects, Bais Beaach ig rebpousibie fer coenstart lieigen with the appropriate £5/P elemants tc provide communication 

Support and to ebtein accurate. advance knowledge of caxtanieatien requirements, 


FAR EASTERN BRANCH 


Cab, & 


25X1A ke 


fhis Braneh is respensible for assuring the provision oF Recessary Communications suenort Wy ntber alemant 6 within the 
. OfSice fer all activities, areas ane nupjecte in the Far Best, ancluding the PO and the[ | BBX1A 
( PE end for the direct execution ef commancecron GPOTStiOnas Support fer these same 
25X1A ve eeu? WIGES, Gd projects. This Branch is responsible for congtent liaison with the appropriate D/P elenents to’ provide. 
25X1A communication support and to obtain accurate afvaace knowledge ef comeunications requirementa. 
BSLB EAST APRICA AND MROTTERRANEAN BRANCH 
Toies Branch is responsible for aasuring the provision of necessary communications Support by other elements with the Office 
for ell activities. areas and x pcta in the Niddle Eset. Southenatem timans || end Africa, including the 
amd the yp: ema for the direct exeeution ef commmicetions 25X1A 
25X1A Feo nta ee ane o TOr these seme activithes areas, aml project This Branch is responsible for constant iiaieon with the ep-_ 
propriate 0D/P elenents to brevide commmnication support and to obtain aceurate advance knowhedge of comminication requirements. 


SUPPORP BRARCH _— 


This Branch is. responsible for the preperation of Bropagation and frequency studies in accordance with requests from other - 

; elements of the C&fics ef Comer. cations : the stwdy and application of all available material in the frequency propagation field 
Lk for Agency use. distribution of frequency and propegetion information to the field: research and evaluation of Signal planning 
7 agent radio procedures. and base atetion techniques in handling agent civeuits: @ contiming review of field planning and exe- 

-eution of clandestine operations: establishing and maintaining liaigon with commmnication officials in other U, S. Government 

agencies and commercial companies for the furpose of coordinating procedures ; &e6uring thet GIA communications are securely tnte- 
‘gPated into the various communication systems necessary for the pessing of Agency cable traffic. coomlinating with the Amerdean 
Aetivities Brench all matters relative te the Agency Brergeacy Commmications Plen: ead for advising the Chief. OC-O287, on all 
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SECURITY DEVISSCN 


. fhe Segurity Division adviaees tha Assletant Director, Office of Commmicaticons, on all eryptologie methods and countermeasures ; 


develops, implemsats and controls the CfA communications securlly program to ensure the maintenance of the highest standerds for . 


the exyptogrephic physical and trananiesion security of CIA comminications develops and promulgates the basic theory upon which 
the CYA commimicetions security program ig based. prepares instructions and enforces the regulations formileted from such theory. 
establishes and meinteins a working lieison wits other U. S$. devermment agencies canecerned with communications security matters. 
and represents the Assistant Bizccter for Communications on communication security policy matters involving allied foreign govern- 
wents; and selects commmications cisher devices required for Agency operation and provides for the logistic gupport of these. 
eipher eystens. 


A 


STARDANDS & SUPPORT PRARCH 


This Brench determines the requirements and arrenzes for the production or procurement of oll cryptographic systems. devices. 
doguments and other waterials used by CZA; provides secure storages, dlatributes and accounts for all registered erypiographic 
documents: prepares cryptographic inetructional and precedursl documents and ceamunications cover plans: conducts liaison with 
other Goverument. agencies (BA and Stete} for the purpose ef kceping informed on eurrent cryptegraphic and security procedures 
and developments: establiehas ccmmunication trangmisgion end cover security standards for CIA circuite and determines the crypto- 
grephiec syatems hné precedures to be empadcyed on these circuéts: cnsures that all depects of security have been considered in the 
planning. sateblishing awh alainistering of cotummicetions Links; anfl implements the activation ani deactivation of cryptographic 
stations, — : ; . 


PSORGCTIVE BRANCH 


his Breach establishes the Bhysicel security requirements for the protection of exyptemateriol and. classified communications 
éeviceé' reviews and inspects the physical security of cryptomaterial storage, cryptecenters, cryptographic areas and message 
handling procedures. taking corrective action, as ‘required; reviews propesed o#f exieting traneniesion and cryptograghic operating 
procedures from the standpoint ef transmission security; conducts continuing supervision, monitoring and review of staff and 
clengestine circuits to ensure adherence with prescribed cryptographic and tranemiesion procedures. taking or directing remedial 
seticn ag appropriate initiates and supervises communications deception progrems es required: establishes cryptegraphic cleerance 
procedures and requirements. centrols the leguence ami revocation of these clearences: emi maintains necessery records and prepares 
statistical studies needed for traffic analyaie cable cost reimoursement. erypte syetem Lond determination, and crypto link require- 
ments. ; 


This Bremch aseiate in the analysis evaluation, and/or development of crypto systems. devices and signal plens. conducts 
reacarch inte, collects and collates data concerning characteristics of feraign and domestic lenguages relating to agent erypte- 
grapnic systems. eryptographic anil radie procedurel treffic patterns thraughout the world. characteristics Inherent in crypto . 
eystems, crypto devices ani signal plans: develops new cryptesystems and devices ani essotiatead exyptogtephic procedures . adapts 
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nt evaluation ef signal 


eet the needs of epseific requireusnts, aasiete in the davelopne 
3 and deviees which 


exigting sr devices to 


pleas in ee Goerations ay ng Division: analyses, tests, - 
have been de ; \ fer use by Gis eponsered operations and nekes a8 tS lupreve their 

' geeurity, dete nes whieh eryptesystens asd dev he eryptographic standexis 
vor the operat’ of authorized exyptosrstens and devices; and determines the character and extent of possible cryptegmphic cau- 
preaises, the avpuns of clhessified inforastion compromise’ and the effect of such caupromises on the continued use ef the erypto-- 


grepnaic systen empleyed. . 
BUGTIGRRING DIVISION 


td . . emcee BDA PNET ETTORE : 

ne Englncering Division prepares onginecring studies esl the detailed engineering plans required to properly implement, inte- 
Grete. and schedule the telecommanications planning ectivities of CIA; selects electronic telecommmications or asaaciated equip- 
ment from emssorsin) ond Bilitary sources tlet will beet meet tho various regaireacnts of the Agency « initiates. develops and 
provides detalled engineering design ef certain commmicetiions equiprent for Agency uge when the militery and esmercial firms ere 
unable te provide this equipment: arranges fer the development ef certain itexzs of elactronic equipment through comnercial engineer- 
ing laboratories: provides for the design ani comptruction ef commmmications base stations for the Agency. pexgmnent and mobile, 
foreign and domestic: provides for the detailed engineering of radio broadcest feetiities furnished by the Agency. provides fox wire 
facilities engineering end installs axl mintains commmnications equipment. OOnducts technical ligisen with commercial cand other 
Soverment orgent zations. 


. This Brasch assists in the fommietion af governing poliedes and in the implementation of programs, anbraciag research lead- 
ing to the development of ccoamunicetions techniques, equigmenss. amd spacialieesd eleetronie devices especially adapted to the 
needs of the Agency. It empleres the pesearch and development programs of other Government agencies. private organizations, and 
fereign sovernmunts for the purpose of providing the Agency with the latest technological advances end most efficient techniques 
available. A lshoratory facility is maintained for research development, appraisal ani anelysis, ani for.the fabrication of small 
quantities of spacial electronic items. OT , 


PLAN? ENGINEERING BRANCH 


Yhis Branch is responsible for the coordinated design and preparation of plans end specificutiona fer the conatruction of 
Piwed. mobile and portable cenmmnications facilities, and for the supervision of the installation of the communications equip-. 
went in these facilities. the supervision of equipment meintenance in world-wide communications facilities. the preparetion of 
specifications adequete to alley bids on any cemmunications base station apparatus, the installation ani maintenance of all tele- 
type ani aspociated equipzent controlled by the Agency; the supervision of the insatelletion and maintenance of power gencrating 
equipment. . oe 
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Oar 


Phis Branch is responsible for formalsting, develeping and Bot lAcing en intesrated legistics progres for the Office of 
Communications te provide necessary support for beth departmental and oversess aveivities in accordance with the Pollowing 
general responsibilities: Exerting the actual contrel ef the procuretent ea issue of Agency coemunications supplies for the 
Qefiee of Conmmunicatione as required by providing forecasts of requirements for 
equmunications and electronics equipment and supplies. overseas ehipment of these supplies transfer of equigaent between 
depots in the continental J. g.: aasisting in the sianning end implementing of the OC Strategic Reserves Program establish- 
jing and igplementing a requirements pregran Zor the future replacement of ovsolete or obsolescent communications equipment 
presently in use or to be used ond ensuring thet prorer stock besa ¢7 af eoumunications items are maintained. ensuring thas 
materiale are availeble and lzcated as required for implementati Aay major communications projects. This ineludes re- 
apousibility for over-ali supervision of proper storage. surveillance inepections and rotation ef stock. +* 


OVERSEAS COMMUN RCATEORS ACTIVITIES 


Phe Assistant Director for Commnicetions assigns a senior commmications officer steff and the necessity pkibe 
vide eommmnications service in each geographical aree for the support of Agency operations. 


Uader the technical direction of the Assistant Director for Comminicetions. each Ares. Communications Activity is responsible 
for establishment and operation of eignel centers. radio stetions and related electronic coummnications facilities. including 
omergency facilities «as required to handie Agency traffic within the area and with Headquarters. 


Each Area Communications Activity. follewing the approved policies and procedures of the Assistant Director for Coremmnications, 
furnishes operational support and guidance to clandestine activities and projects of CIA. This includes clendestine communication 
training. psycholegical warfare redio broadcasts Clandestine treffie handling and the provision of neccessary radio equipment. 
signel plans. propagetional studies operational precedwres and other items which are directly related to the technical aspects of 
communications support. ‘ / 


Coswunications personnel and installations operate under the administrative control of the senior CJA official. 


SECHET 


~~ 
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